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Stay connected, stay safe, stay smart!

ClickFix Popup Window

Avoid Phishing Emails

Fraudulent DUO Push
Do NOT Approve It
Deny the Request
Change Your Password

Don’t copy and paste any command the pop-up suggests
Close the suspicious window or tab immediately
Disconnect from the internet after pasting fraudulent command
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Never submit your passwords on Google Forms
Don’t share your personal or financial information
Beware of fraudulent job offers, gift cards, or calendar invites
Ignore scare tactics like account deactivation emails
Don’t click on unexpected attachments or links

Report all phishing and fraudulent emails to
security@umbc.edu
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Google Form

Avoid Phishing Emails
You can protect your account by recognizing and reporting phishing emails!

Phishing 

Examples

Report 

Deceives individuals into
providing personal information or
passwords through malicious
links via email.

1.Google Forms requesting
usernames and passwords

2.Fraudulent job offers or unsolicited
gift cards

3.Fake account deactivation notices
4.Unexpected calendar invitations

Report by forwarding phishing
emails to security@umbc.edu.

Job Offer

Notice



Fraudulent DUO
Push Notification

Use Duo MFA for myUMBC!

If you receive a Duo push
notification, including SMS
texts or phone calls that you
did not initiate:

MFA for All!

Do NOT Approve It
Deny the Request
Change Your Password

Turn on MFA for every online
account or application that
offers it. This prevents anyone
but you from logging in, even if
they know your password.
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Report all fraudulent Duo pushes to
security@umbc.edu
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ClickFix Scam
Never copy commands into the terminal!

Beware of this
new technique:

React Quickly!

This new technique disguises
itself as an error message or
system alert that looks like it
comes from your operating
system.

Never paste commands
from a pop-up window or
website.
Close the window or
browser tab immediately.

Report the incident to security@umbc.edu.
If you have already entered a command, disconnect from the
internet and stop using your device.

Report all ClickFix Scams to
security@umbc.edu

Scam Example


