IT STEERING COMMITTEE MEETING ON 11/28/2022

1.

Welcome (A. Moriera)

Update on Campus CISO status (J. Suess)
Damian Doyle is the interim CISO until we find a replacement for Mark Cather, who has
left UMBC.

Duo Rollout for Students - discussion from SGA meeting and next steps (D. Doyle)
Only a few students enrolled in DUO during the voluntary enroliment in August. Start
with the newest students first or rollout by majors starting with the largest.

SGA approved enrolling all students by end of the academic year.

Ransomware audit by USM (D. Doyle)

It's focused on critical systems like Datawarehouse and Peoplesoft. Hackers have
become more sophisticated. Often infect systems and then see that system to other
groups. They also wait for some time until most backups have expired. It can take up to
4 /2 months until you know you are hacked. The challenge here is that your backups
have expired. If you pay the ransom, your data is returned about 50% of the time.
Immutable backups cant be altered in any way. Ensuring privileged admin accounts have
additional protections and safeguards from compromise. Enhanced alerting for systems
using active monitoring and logging software.

Enterprise Risk Process for Cybersecurity (J. Suess)
Begin setting up a sub-committee for Cybersecurity as part of the Enterprise
Risk Process. It will meet a couple of times during the semester.

Announcements (All)
No announcements.



